(19) 



Europaisches Patentamt 
European Patent Office 
Office europeen des brevets 




(12) 



(43) Date of publication: 

20.06.2001 Bulletin 2001/25 

(21) Application number: 00126185.8 

(22) Date of filing: 30.11.2000 



(H) EP 1 109 371 A2 

EUROPEAN PATENT APPLICATION 

(51) IntCI. 7 : H04L 29/06 



(84) 


Designated Contracting States: 


• Yach, David 




AT BE CH CY DE DK ES Fl FR GB GR IE IT LI LU 


Waterloo, Ontario N2K 2N1 (CA) 




MC NL PTSETR 


• Little, Herb A. 




Designated Extension States: 


Waterloo, Ontario N2T 1Z9 (CA) 




AL LT LV MK RO SI 


(74) Representative: 


(30) 


Priority: 06.12.1999 US 455211 


Winter, Brandl, Fiirniss, Hubner, Ross, Kaiser, 


Polte Partnerschaft 


(71) 


Applicant: Research In Motion Limited 


Patent- und Rechtsanwaltskanzlei 


Waterloo, Ontario N2L 3W8 (CA) 


Alois-Steinecker-Strasse 22 
85354 Freising (DE) 


(72) 


Inventors: 




• 


Mousseau, Gary 

Waterloo, Ontario N2T 1 H7 (CA) 





(54) Apparatus and method for dynamically limiting information sent to a viewing device 



(57) A system and method for transporting user-re- 
stricted data from a gateway device to a handheld view- 
ing device is provided. The gateway device includes an 
information translator, content filters, and storage. The 
information translator delivers content from an informa- 
tion database coupled to the gateway to the handheld 
viewing device. A viewing component of the handheld 



device receives all possible data from the gateway de- 
vice that the handheld device is capable of viewing. The 
user of the handheld device is then able to manually se- 
lect certain portions of data through a user interface. 
Once the selection is complete, a series of comments 
are returned to the gateway device from the handheld 
device so that a subsequent viewing corresponds only 
to that information selected by the user 
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Description 

BACKGROUND 

1. Field of the Invention 

[0001] The present invention relates to a system and 
method that provide remote control over information 
sent to a viewing device. The system and method pro- 
vide control over the content or quantity of information 
sent to the viewing device. In particular, the information 
may be an Internet or Intranet world-wide web (WWW) 
page, with Hypertext Markup Language (HTML), Hand- 
held Device Markup Language (HDML), Wireless 
Markup Language (WML), or Java content. The remote 
viewing device may be a handheld, laptop, or palmtop 
device with a limited viewing space for the information 
being received, and preferably connects to the Internet 
over a relatively low-bandwidth wireless radio network. 

2. Description of the Related Art 

[0002] Typically, handheld or palmtop devices have 
very limited viewing surfaces, limited memory available, 
slower processing speeds, and limited user inputs in 
comparison to large desktop computer systems. These 
devices may also communicate over a bandwidth -limit- 
ed data network, such as a wireless packet data net- 
work, a cellular network using a digital packet data pro- 
tocol, or they may use a limited speed modem to down- 
load at speeds between 9600 and 28K bits per second 
(bps). For these reasons it is desirable to limit the data 
these devices receive over the network or through the 
modem, particularly when receiving large data files, 
such as web pages that may include text, graphics, an- 
imations, multimediaf iles, or other interactive elements. 
[0003] A known method for limiting data transfer to 
such a viewing device involves restricting the transmittal 
of graphic information. By providing a specific configu- 
ration setting available on most Internet browsers, a us- 
er can specify that only text information is fetched by the 
browser. The graphical portions of the web page are left 
behind. This method is indiscriminate, however, and 
leaves the user with little useful control; simply an on or 
off switch for changing the type of information viewed. 
In many cases there are pieces of text that are not de- 
sired in the information stream, and pieces of graphics 
that are desired in the information stream, but the user 
has no control over this situation. 
[0004] A second known method, which is used more 
commonly in a wireless environment, involves new 
standards for controlling the content being delivered to 
the handheld viewing device. One such new standard 
is HDML, which was intended to replace the universally 
accepted HTML format for delivering content to hand- 
held viewers. This approach has some industry backing, 
but fails to allow users access to all Internet and Intranet 
information. 



[0005] Another known method for solving the wireless 
Internet content problem is to "spoof the Inter-network 
Protocol (IP) and Transmission Control Protocol (TCP) 
so that they partially work over the wireless link. This 
5 "spoofing" method, however, often leads to a failure of 
both the protocols and the device to display all the in- 
formation. 

[0006] Alternatively, several attempts have been 
made at using a wireless proxy to eliminate using both 

10 TCP and IP over the wireless network. A wireless proxy 
is a computer that terminates a TCP/IP connection on 
one end and a wireless connection on the other end. 
The most common use of a proxy is as a TCP/IP "fire- 
wall," which is used in most companies' networks today. 

15 This proxy method removes the TCP/IP protocol from 
running over the wireless network, but leaves the actual 
data transferred untouched. This type of proxy has lim- 
ited ability to further limit the higher-level information be- 
ing sent to the user, and in particular the bandwidth 

20 heavy graphics and multimedia files embedded in most 
web pages. 

[0007] Still another known method for limiting infor- 
mation sent to a portable viewing device is to have users 
pre-define the information sites they intend to access 

25 using their portable viewing device. In this method, a us- 
er must pick, ahead of time, every site to be accessed 
and must select the information to be transferred when 
connecting with the wireless viewer. This selection is 
typically done on a large desktop computer system, 

30 where visibility, memory, CPU speed and keyboard input 
are not restricted. The challenge for the user, however, 
is to have foreknowledge of every site to be accessed. 
This method thus falls short of offering the user a gen- 
eral-purpose browser for a wireless device, in which the 

35 user maintains dynamic control over what information is 
transmitted to the wireless devices. 

SUMMARY OF THE INVENTION 

40 [0008] A system and method for transporting user-re- 
stricted data from a gateway device to a handheld view- 
ing device is provided. The gateway device includes an 
information translator, content filters and storage. The 
information translator delivers content to the gateway 

^5 device from an information database coupled to the 
gateway via a network. A viewing component of the 
handheld device receives from the gateway device all 
possible data that the handheld device is capable of 
viewing. The user is able to manually select certain por- 

50 tions of data through a user interface in the handheld 
device, the selected portions corresponding to informa- 
tion that the user does not want to view during a subse- 
quent retrieval of the same data. Once the selection is 
complete, a series of command instructions are re- 

55 turned to the gateway device from the handheld device 
so that a subsequent viewing corresponds only to that 
information that was not selected by the user. Alterna- 
tively, the user could select only that portion of data that 
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the user wants to view during a subsequent download. 
In this latter situation, thecommand instruction transmit- 
ted to the gateway would instruct the gateway to filter 
all information except for the selected data. 
[0009] The invention provides control over viewed 5 
content or information from any database. This control 
is based on commands stored in the gateway device. 
The commands limit the quantity of information sent to 
the handheld device. This functionality is accomplished 
by first establishing a set of information (or content) that 
is going to be restricted by the user. Then, the handheld 
device performs an editing function to restrict the infor- 
mation received. This editing process causes a set of 
commands to be passed back to the gateway device to 
restrict subsequent or future retrievals of the same in- 
formation. The gateway device identifies the subse- 
quent information request and performs the necessary 
filtering in order to restrict the information sent to the 
handheld device. 

[0010] As will be appreciated, the invention is capable 
of other and different embodiments, and its several de- 
tails are capable of modifications in various respects, all 
without departing from the spirit of the invention. Accord- 
ingly, the drawings and description of the preferred em- 
bodiment are to be regarded as illustrative in nature and 
not restrictive. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[001 1 ] The present invention will be apparent to those 
skilled in the art in view of the accompanying drawings, 
where: 

FIG. 1 is a block diagram of the components in the 
gateway and handheld device in a preferred em- 
bodiment of the present invention; 
FIG. 2 is a more detailed block diagram of the com- 
ponents in the gateway and handheld device of FIG. 
1; 

FIG. 3 is a flow diagram of a dynamic filtering proc- 
ess according to a preferred embodiment of the 
present invention; 

FIG. 4 shows a graphical user interface (GUI) dis- 
play on the handheld device of FIG. 1 during a first 
and second stage of the restricting process accord- 
ing to a preferred embodiment of the present inven- 
tion; 

FIG. 5 is a flow diagram that illustrates the method 
performed by the handheld device according to a 
preferred embodiment of the present invention; and 
FIG. 6 is a flow diagram that illustrates the method 
performed by the gateway device according to a 
preferred embodiment of the present invention. 

DESCRIPTION OF A PREFERRED EMBODIMENT 

[0012] FIG. 1 shows a system 10 according to a first 
embodiment of the present invention. This system 10 



4 

includes a database or information source 12 coupled 
to a control device 14, The information source 12 could 
be an Internet site, an Intranet site, a database engine, 
or even a local system. The control device 1 4 in the pre- 
ferred embodiment is a gateway host device. The gate- 
way device 1 4 includes an information translator 1 6 and 
a content filter and storage area 1 8. A network connec- 
tion 20 couples the gateway device 1 4 to a user interface 
and viewing device 22, preferably a wireless handheld 
viewing device. The handheld viewing device 22 in- 
cludes an information decoder and presentation com- 
ponent 24, and an information viewer and user interface 
26. The network 20 is preferably a wireless packet data 
network, such as Mobitex™ or DataTAC™, which has 
limited bandwidth capabilities, although it could be many 
other types of networks. 

[0013] In a preferred embodiment, the handheld de- 
vice is a BlackBerry™ or an lnter@ctive™ Pager man- 
ufactured by Research In Motion Limited. However, the 
present invention may be incorporated into other hand- 
held devices or wireless transceivers, such as two-way 
paging computers, personal digital assistants ("PDAs"), 
portable electronic messaging devices, celluar phones, 
or handheld e-mail clients. Further, in the preferred em- 
bodiment, the gateway device 14 and handheld device 
22 may be implemented utilizing either a software-pro- 
grammable digital signal processor (DSP) or a program- 
mable logic device. 

[0014] In this system 10, the information source 12 is 
a repository of the information that the user of the hand- 
held device desires to access for display. An information 
translator 1 6, such as a proxy server, is used as a gate- 
way to accept a connection from the network 20, and in 
turn to make a connection to the information source 12 
to retrieve the information desired. Preferably, the con- 
nection between the information translator 16 arid the 
information source is a TCP/IP connection and the in- 
formation source is a web server containing a plurality 
of web pages. As is known in the art, a proxy accepts a 
connection from a device and opens another connection 
on behalf of the device to allow the device to communi- 
cate with other devices or systems indirectly. To assist 
the information translator 16 in its task of getting infor- 
mation and preparing it fortransmission to the handheld 
device 22, a content filter and storage area 18 is provid- 
ed, which is coupled to the information translator 1 6. The 
content filter and storage area 1 8 can be located on the 
same machine as the information translator 16, in an- 
other location across a local area network (LAN), or 
even in a node cluster of fault tolerant storage device. 
[0015] Communication across the network connec- 
tion 20 is facilitated on the handheld device 22 by the 
information decoder and presentation device 24. This 
device 24 converts requests from the user into signals 
that are transmitted across the network connection 20 
and understood by the gateway device 14. The informa- 
tion decoder component of the device 24 also uses a 
control channel to the gateway 14 for facilitating the ex- 
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change of special requests, such as the information re- 
striction commands, as described in more detail below. 
The presentation component of the device 24 prepares 
the information for display to the user, and interprets 
special formatting commands within the data stream for 5 
the information viewer and user interface 26. The infor- 
mation viewer and user interface 26 is directly accessed 
by the user, and accepts keystrokes and screen move- 
ment commands during the information request phase 
and the information reception phase. 
[0016] A more detailed view of the gateway device 14 
and handheld device 22 is shown in FIG. 2. The infor- 
mation translator 16 is coupled to, and communicates 
with the target web site and other information sources 
database 12' through a Hypertext Transfer Protocol 
(HTTP) fetch and cache component 16A. The target 
web sites and other information sources database 12* 
can be a range of computers, computer systems, and 
networks. For example, the information can be stored 
in local databases, on an Intranet, or on the Internet. 
The information translator 16 further includes a filter and 
transformation engine 16B, a compression and encryp- 
tion support module 1 6C and a wireless transport layer 
16D. If the information is not compressed and/or en- 
crypted, then the compression and encryption support 
module 16C may be omitted. A wireless delivery meth- 
ods module 30 is coupled to the wireless transport layer 
16D. 

[0017] As seen in FIG. 2, a wireless network 20' cou- 
ples the wireless delivery methods module 30 in the 
gateway device 14 to a handheld radio code and wire- 
less support module 32 in the handheld device 22. This 
handheld radio code and wireless support module 32 is 
coupled to the information decoder and presentation de- 
vice 24 through a wireless transport layer 24A. The in- 
formation decoder and presentation device 24 further 
includes a compression and encryption support module 
24B and a byte-code interpreter and decoder 24C. If the 
information is not compressed and/or encrypted, then 
the compression and encryption support module 24B 
may be omitted. An editor and browser screen support 
module 26A in the information viewer and user interface 
26 is coupled to the byte-code interpreter and decoder 
24C. Additional components of the information viewer 
and user interface 26 include a user input and keyboard 
support module 26B. 

[0018] The information translator 16 may include an 
HTTP fetch and cache component 16A, which is stand- 
ard in the Internet industry. In other implementations, 
this machine 16 could include an Application Program- 
ming Interface (API) method for accessing local data- 
base files, directory LAN information and corporate da- 
ta, or could include other methods of retrieving informa- 
tion. The filter and transformation engine 1 6B operative- 
ly performs a filtering process and information fetch and 
restrict method, described hereinafter with reference to 
FIGs. 3 and 5-6. This engine 16B allows the handheld 
device 22 to dynamically update a plurality of informa- 



tion filters to match the user's requirements for the trans- 
mitted information. The compression and encryption 
support module 16C is provided to allow for compres- 
sion and encryption on the data before it is given to the 
wireless transport layer 1 6D. This compression and en- 
cryption support module 16C may optionally be omitted 
from the information translator 16. The wireless trans- 
port layer 16D is required to deliver the filtered (and 
compressed and/or encrypted) information to the user. 
The transport layer 1 6D also ensures that multiple pack- 
ets are sent and received securely without damage or 
loss of the information. 

[0019] The wireless delivery methods module 30 in 
the gateway device 1 4 and the corresponding handheld 
radio code and wireless support module 32 in the hand- 
held device 22 (on either end of the wireless connection) 
provide the protocol information for the network packet 
formats and delivery methods of the particular wireless 
network 20'. 

[0020] In the handheld device 22, the wireless trans- 
port layer 24A matches the wireless transport layer 1 6D 
on the gateway device 1 4. Both transport layers 24A and 
16D must be present for end-to-end reliable delivery of 
information. When compression and encryption are 
used, the compression and encryption support module 
24B in the handheld device 22 matches up with the gate- 
way devices' compression and encryption support com- 
ponent 1 6C. The byte-code interpreter and decoder 24C 
operates to undo all the filtering and encoding pre- 
formed on the information by the gateway device 14. 
Once this component 24C has processed the informa- 
tion, the information can be passed up for display and 
user interaction in the information viewer and user inter- 
face 26. 

[0021] When information arrives at the information 
viewer and user interface 26, it is received by the editor 
and browser screen support module 26A. The editor and 
browser screen support module 26A processes the in- 
formation so that it is presentable to the user in a view- 
able and readable form. This component 26A includes 
a user interface API for screen manipulation, special for- 
matting, highlighting, inverse video, and all other capa- 
bilities of the handheld device 22 that might be useful 
when displaying a large quantity of information in a read- 
able form. The user input and keyboard support module 
26B is provided for the user to input commands to ma- 
nipulate the data or information. 

[0022] Turning now to FIG. 3, a filter engine process 
90 according to a preferred embodiment of the present 
invention is set forth . This process 90 includes a fetching 
stage 90A, and first and second parts of a restricting 
stage 90B and 90C, respectively. In this process 90, in- 
formation requests (A) (see also step 306 in FIG. 5) flow 
into the gateway device 1 4 during the fetching stage 90A 
at step 1 00. At this stage 90 A the gateway device 1 4 is 
simply acting as a traditional proxy machine and is tak- 
ing the request and finding the correct information 
source 1 2 that can fulfill the request from step 1 00. 
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[0023] The requested information is received at the 
gateway 14 from the information source 12 and flows 
into the first part of the restricting stage 90B at step 1 04. 
In this part of the restricting stage 90B, the gateway de- 
vice 1 4 performs general filtering, followed by a dynamic 
restriction step using the user's pre-established filters. 
As shown in step 104 there could be HTML content, 
Java content, pictures, graphics, animation and other 
data types received in the data stream from the infor- 
mation source 12. During this initial restricting stage 
90B, advanced HTML commands are stripped at step 
106 to form a data stream of filtered HTML and Java 
content 1 08. Then, at step 1 1 0, any Java commands are 
removed to form a data stream of filtered HTML infor- 
mation 112. 

[0024] The restricting stage 90B further comprises the 
step of applying a user-specific filter 114 with filtering 
commands (C) (see also step 410 in FIG. 6) to further 
filler the data stream 112. Inthis step 114, the restricting 
stage 90B checks the filter storage area 124 for a user- 
defined filter to apply to the data stream 112. If such a 
user-defined filter is found, then it is applied to the fil- 
tered HTML-only data stream 112 to form a user-filtered 
content data stream 116. This data stream 116 is then 
sent to the byte-code converter 24C at step 118 for 
translation into a format compatible with wireless deliv- 
ery. 

[0025] When a user receives a new piece of informa- 
tion and wants to limit what is viewed, the second part 
of restricting stage 90C occurs. Keeping in mind that no 
restricting of information is performed the first time that 
the data passes through the system, once the user per- 
forms the restricting steps (208-214 in FIG. 4, and 
310-324 in FIG. 5) on the handheld device, restricting 
commands (B) are sent to the gateway device 14 for 
identification at step 120. The commands (C) (see also 
steps 426 and 428 in FIG. 6) to restrict or un-restrict con- 
tent are provided to the file storage component 18 at 
step 1 22 for long-term storage on a disk and/or memory 
124. These commands (C) are later retrieved during 
step 114 and applied in the first part of the restricting 
stage 90B, when the user subsequently requests this 
information. 

[0026] FIG. 4 shows the sequential graphical user in- 
terface (GUI) views during the process 90. There are 
two stages shown in FIG. 4, a first stage 200A in which 
the information is retrieved, and a second stage 200B, 
in which the information is restricted. During the first 
stage 200A, the information is retrieved by the user 
through the e-mail interface as shown in 202. In this 
screen, a link to the information is shown in bold within 
the context of other information. The user then selects 
to follow the link as shown in 204. This causes a request 
to be sent to the gateway device 14. The screen 206 is 
then displayed to indicate a request is pending, since it 
could take seconds or minutes to get the information 
over the network. 

[0027] Once the information has been received, it is 



displayed in an information browser-like format 208. At 
anytime the usercan selectthemenu and pick the "Start 
Marking" menu item, as seen in 210, and begin the sec- 
ond stage 200B - the information restriction stage. Dur- 

5 ing the restriction stage 200B, the user positions a 
moveable cursor across the information to be restricted, 
such as line of text, or a particular graphic, as seen in 
21 2. As the cursor is dragged across the text, it changes 
the appearance of the information so that the user can 

10 visually identify the information selected for restriction. 
Once a delete key, or some other command key is 
pressed, the information is restricted from the current 
view, as seen in 214. The user then continues to scan 
the received data to determine whether other informa- 

15 tion should be similarly restricted. Once the user exits 
this screen 214, or selects a menu to close this screen, 
a series of restriction commands associated with the re- 
stricted information are sent to the gateway device 14. 
These restriction commands are used by the gateway 

20 to determine whether or not to subsequently send cer- 
tain information elements of the requested information. 
[0028] During the viewing of the screens 202-214 in 
FtG. 4, the basic e-mail presents the Universal Re- 
source Locator (URL) link as bold faced characters, as 

25 seen in 202. When the cursor is positioned on any char- 
acter of the URL link, the enter key can be used as a hot 
keyforjumpingtothe link. Otherwise, if the user presses 
a roller wheel (or some other selection mechanism) of 
the handheld device, while on any URL link, a new de- 

30 fault item appears as seen in 204. In the case where the 
user is positioned on a URL link, the command "Follow 
the Link" is the default, as seen in 204. This is similar to 
attachment processing when the user is positioned on 
an attachment and the "Open Attachment" menu option 

35 is the default. To identify the URL link, the e-mail server 
scans all message bodies and looks for HTTP or WWW 
identifiers with other special characters such as"//", 7", 
and ".". 

[0029] The fetching screen 206 appears when the in- 

40 terface is invoked from the message view, or when the 
user selects the "Follow the Link" menu option in 204. 
in this case the program has requested the URL and is 
waiting for it to be returned. If the user is fetching a ran- 
dom URL, then the program prompts for the URL name 

45 before issuing the fetch. Once information arrives into 
the browser, a notification tone is played following a user 
configured setting. This setting is different from the mes- 
sage list so the user can determine if e-mail or Internet 
traffic has arrived. 

so [0030] In a normal viewing mode of the message the 
user is simply moving the cursor across the displayed 
information as if viewing an e-mail message. Full link 
names are not shown, only small indicators to make the 
information more readable. Invoking the menu 210 pro- 

55 vides the option of marking the information to be restrict- 
ed in future fetches of the information. The usercan also 
follow a link, if the cursor is on a link, or expand or shrink 
link names for readability. 
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[0031] When in the restricting stage 200B, the restrict- 
ing commands used by the handheld device 22 to filter 
content use the original section identifier sent by the in- 
formation translator 16. In the creation of the original 
text, each section of the HTML page, either each line or 
paragraph, is given a tag or a section identifier. 
[0032] When the user is in the "marking mode" 212, 
the marked region jumps in sections boundaries, as de- 
fined by the original section identifiers sent by the infor- 
mation translator 16. In the marking mode, the user 
marks a section and presses the backspace key or 'ALT 
Backspace key to remove the information. The user can 
also press the "Enter" key to delete the text or the back- 
space key since this is the default. After the user per- 
forms these operations on the sections to be deleted, 
including any links, the user can select the menu and 
pick the "Send Restrictions" menu item. This sends a 
command with the deleted "sections" to the information 
translator 1 6 for restriction the next time this information 
page is requested. At any time while viewing the infor- 
mation on the handheld device 22, the user can also 
select the "Unrestricted Information" menu item and re- 
move any restriction commands that might exist on the 
information translator 16. 

[0033] FIG. 5 shows the preferred method 300 under 
which the handheld device 22 operates to provide the 
user with the ability to restrict information received from 
the gateway 14. The method includes two stages: an 
information request stage 300 A and an information re- 
striction stage 300B. The user first decides whether or 
not to view information at step 302. In the preferred em- 
bodiment, this information is Internet-based or Intranet- 
based information. The user enters a request, prefera- 
bly by entering a URL on the user input and keyboard 
support module 26B, which is provided to the informa- 
tion decoder 24C for preparation and formatting at step 
304 to the gateway device 14. Once the formatting is 
complete, the request is transmitted to the gateway de- 
vice 14 at step 306 via the network connection 20/20'. 
[0034] Some time later, the gateway device 1 4 trans- 
mits the information at step 308 to the handheld device 
22. The information is decoded and presented to the us- 
er at step 310 by the information decoder and presen- 
tation component 24. By using the user interface 26, the 
user preferably scrolls through the information search- 
ing for undesired sections at step 31 2. The user can en- 
ter a scanning termination sequence at step 314, which 
is either exiting the information screen or a menu choice. 
While viewing the information, the user can remove in- 
formation from the screen at step 316 using deletion 
commands provided by the user interface and keyboard 
26. Each time a section of data is selected it is tagged 
and labeled as having been removed at step 31 8. A cor- 
responding restriction command will subsequently be 
sent to the gateway device 14 (step 324) so that the 
tagged information will be automatically removed from 
the same information if a subsequent request occurs. 
[0035] Once the user has completed an information 



scan and restriction in steps 314-318, the system then 
determines whether the user wants to "un-restrict" some 
range of information that was previously restricted at 
step 320. If so, then the information decoder 24 pre- 

5 pares the correct command sequence and sends it to 
the gateway device 14 at step 322 for execution. Other- 
wise, the user interface 26 determines if there are any 
restricting commands present at step 324. If so, then the 
commands are prepared and sent to the gateway device 

10 14 at step 328. If not, then no action is performed and 
hence no actions are sent to the gateway device 14 at 
step 326. 

[0036] FIG. 6 shows a preferred method 400 of oper- 
ation that the gateway device 1 4 performs to enable the 
is userto dynamically restrict information senttothe hand- 
held device 22. The method 400 includes two stages: a 
fetching stage 400A and a restricting stage 400B. As 
originally described in FIG. 3, and shown again in FIG. 
5, information requests arrive from the user at step 402 
20 and are given to the gateway device 1 4 for processing. 
Information requests are prepared and given to the in- 
formation source at step 404. In the preferred embodi- 
ment, this source is typically a web site and the TCP/IP 
protocol is used to transport the information. 
25 [0037] After this request for information, the informa- 
tion source 12/12' returns the information at step 406 
over the Internet or Intranet to the gateway device 14 
that requested the information on behalf of the user of 
the handheld device 22. Once the information has been 
30 received, the gateway device 14 checks to see if there 
is a user filter that matches the handheld device 22 and 
information reference number URL at step 408. If a 
match is found, then the user filter commands are ap- 
plied to the information at step 410, which results in por- 
35 tions of the information being deleted from the data 
stream. This information is then sent to the handheld 
device 22 at step 41 0, with the selected information re- 
moved. If there are no user filters that match the infor- 
mation being given to this user, the information is sent 
40 along as is to the handheld device 22 at step 41 2. As 
shown in FIG. 3, other automatic filtering operations can 
also be performed on the information to remove band- 
width-intensive elements, such as graphics and anima- 
tions. 

45 [0038] Step 414 in FIG. 6 sets forth the beginning of 
the restricting stage 400B, in which the gateway 14 re- 
ceives commands from the user that are used to affect 
user filters. The first check in the gateway device 14 is 
to determine if the command is for an un restriction re- 
so quest at step 416, If so, then the restriction commands 
are found and deleted from storage 18/124 or marked 
as temporarily inactive at step 41 8. If not, then the sys- 
tem checks to see if the command is a content restriction 
command list at step 420. If it is not, then the system 
55 checks to see if the command is some other command 
at step 422. If the command is a new content restriction 
command list at step 420, then the gateway device 14 
checks to see if there is already a stored set of restriction 
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commands for this same information page at step 424. 
If there is not t then the command information is saved 
at step 426 in the information storage area 18/124 for 
later retrieval when the user requests the same informa- 
tion page. Otherwise, a merge of the previous com- 
mands and the new commands is performed at step 
428, and the resulting merged set of restriction com- 
mands are saved in the storage area 18/124 for later 
retrieval when the user requests the same information 
page. 

[0039] The invention has been described with refer- 
ence to preferred embodiments. Those skilled in the art 
will perceive improvements, changes, and modifica- 
tions. Such improvements, changes and modifications 
are intended to be covered by the appended claims. 



Claims 

1. A system comprising: 

a source of information; 

a gateway device coupled to the source of in- 
formation and configured to control a flow of in- 
formation from the source of information; and 
a handheld device coupled to the gateway de- 
vice for receiving the information, the handheld 
device configured to transmit control signals to 
the gateway device so that the gateway device 
restricts the information that is transmitted to 
the handheld device. 

2. The system of claim 1 , wherein the gateway device 
comprises: 

an information translator coupled between the 
source of information and the handheld device; 
and 

a filter and memory coupled to the information 
translator. 

3. The system of claim 2, wherein the information 
translator comprises: 

a Hypertext Transfer Protocol (HTTP) fetch and 
cache coupled to the source of information; 
a filter and transformation engine coupled to 
the HTTP fetch and cache; and 
a wireless transport layer coupled between the 
filter and transformation engine and the hand- 
held device. 

4. The system of claim 3, wherein the information 
translator further comprises a compression and en- 
cryption support module coupled between the filter 
and transformation engine and the wireless trans- 
port layer. 



5. The system of claim 2, wherein the gateway device 
further comprises a wireless delivery methods com- 
ponent coupled between the information translator 
and the handheld device. 

5 

6. The system of claim 1 , wherein the handheld device 
comprises: 

an information decoder and presentation com- 
10 ponent coupled to the gateway device; and 

an information viewer and user interface cou- 
pled to the information decoder and presenta- 
tion component. 

15 7. , The system of claim 6, wherein the information de- 
coder and presentation component comprises: 

a wireless transport layer coupled to the gate- 
way device; and 
20 a byte-code interpreter and decoder coupled 

between the wireless transport layer and the in- 
formation viewer and user interface. 

8. The system of claim 7, wherein the information de- 
25 coder and presentation component further compris- 
es a compression and encryption support module 
coupled between the wireless transport layer and 
the byte-code interpreter and decoder. 

30 9. The system of claim 6, wherein the information 
viewer and user interface comprises: 

an editor and browser screen support module 
coupled to the information decoder and pres- 
35 entation component: and 

a user input and keyboard support module cou- 
pled to the editor and browser screen support 
module. 

40 10. The system of claim 6, wherein the handheld device 
further comprises a handheld radio code and wire- 
less support module coupled between the informa- 
tion decoder and presentation component and the 
gateway device. 

45 

11 . The system of claim 1 , wherein the source of infor- 
mation is an Internet source. 

12. The system of claim 1 , wherein the source of infor- 
50 mation is an Intranet source. 

13. The system of claim 1 , wherein the source of infor- 
mation is a database. 

55 14. The system of claim 1 , wherein the gateway is con- 
figured to dynamically restrict the information such 
that only user defined sections of the information 
are viewed on the handheld device, wherein the us- 
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er defined sections are based on the control signals 
from the handheld device. 

1 5. A system for dynamically filtering user-defined sec- 
tions of data, comprising: 

a database configured to store data; 
a control device configured to perform dynamic 
filtering of a user defined section of a data set 
received from the database; and 
a user interface and viewing device remotely 
coupled to the control device, the user interface 
and viewing device being configured to convert 
user input to filter signals and to transmit the 
fitter signals to the control device so that the in- 
terlace and viewing device subsequently dis- 
plays filtered data 

16. The system of claim 15. wherein the database 
stores textual and graphical data, and wherein the 
control device is configured to use the filter signal 
to dynamically filter user defined sections of the tex- 
tual and graphical data. 

17. The system of claim 16, wherein: 

the control device is a gateway device; 
the user interface and viewing device is a wire- 
less handheld viewing device; and 
the data is Internet data. 

18. A method comprising the steps of: 

a) requesting data through a wireless device 
coupled to a host device; 

b) receiving the requested data at the host de- 
vice from an information source; 

c) filtering the received data using a predeter- 
mined set of filters; 

d) filtering the received data using a dynamic 
filter based on user-defined criteria transmitted 
to the host device from the wireless device; 

e) transmitting the filtered data from the host 
device to the wireless device; and 

f) displaying the filtered data on the wireless de- 
vice. 

1 9. The method according to claim 1 8, wherein step (d) 
includes the steps of: 

d1 ) receiving data at the wireless device; 

d2) displaying the received data; 

d3) storing user input based on the displayed 

data; 

d4) converting the stored user input into the us- 
er-defined filter criteria; 

d5) transmitting the user-defined filter criteria 
to the host device; and 



d6) storing the dynamic filtering criteria at the 
host device. 

20. A method of controlling viewed information re- 
trieved from a database based on commands 
stored in a gateway device to limit the quantity of 
information sent to a handheld device comprising 
the steps of: 

establishing a set of information or content to 
be restricted by a user; 

performing an action in the handheld device to 
restrict the information received based on a 
special editing command; 
passing a set of commands to the gateway de- 
vice to restrict future retrievals of substantially 
identical information as the set of information; 
identifying the substantially identical informa- 
tion using the gateway device; and 
performing filtering when subsequent retrievals 
of the identical information occurs. 

21. A method comprising the steps of: 

fetching information from an information 
source; 

restricting the fetched information using fixed 
criteria; and 

restricting the fetched information using dy- 
namic user defined criteria. 

22. The method of claim 21 , wherein the fetching step 
comprises the steps of: 

determining if the information matches refer- 
ence information corresponding to a predeter- 
mined filter, wherein: 

if the information does not match the reference 
information all the information is sent to a user; 
and 

if the information matches the reference infor- 
mation the predetermined filter commands are 
applied to the information such that the infor- 
mation sent to the user is user defined sections 
of the information. 

23. The method of claim 21, wherein the restricting 
stage comprises the steps of: 

receiving commands from a user via a user in- 
terface; 

determining if the command is an unrestricted 
request, wherein: 

if the command is an unrestricted request all 
previous restriction commands relating to de- 
sired information are deleted or marked as tem- 
porarily inactive; and 

if the command is not an unrestricted request 
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then determining if the command is another 
predetermined type of command. 

24. The method of claim 23, wherein, if the command 

is not an unrestricted request, performing the steps 5 
of: 

determining whether the predetermined type of 
command is a command restriction command 
list, wherein: 10 
if the predetermined type of command is a re- 
striction command list checking for previously 
stored commands present for the user and the 
desired information; and 

if the predetermined type of command is not a is 
restriction command list checking for other 
commands from the user. 

25. A system for limiting data transmitted to a wireless 
handheld viewing device from a gateway device 20 
comprising: 

means for delivering data from an information 
database coupled to the gateway device to the 
wireless handheld viewing device; 25 
means for receiving all possible data from the 
gateway device that the wireless handheld 
viewing device is capable of displaying; 
means for manually selecting exact portions of 
data that are of importance through a user in- so 
terface in the wireless handheld viewing de- 
vice, the means for selecting being configured 
such that once the selection is complete a se- 
ries of instructions are returned to the gateway 
device from the wireless handheld viewing de- 35 
vice so that during a subsequent viewing the 
user sees only those pieces they are interested 
in seeing. 

26. A system comprising: 40 

a source of information signals; 
a viewing device configured to receive and pro- 
vide a display corresponding to said informa- 
tion signals, said viewing device being further 45 
configured to edit selected portions of said dis- 
play in response to user input, and to generate 
editing control signals indicative of said user in- 
put; and 

a gateway device configured to respond to said 50 
editing control signals by editing information 
transmitted from said source to said viewing de- 
vice in accordance with said editing control sig- 
nals. 

55 
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